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KRY improves security and MFA
usability with YubiKeys

About the organization

Case Study ) ) ) ) ) o )
KRY is a Swedish firm that offers an international telemedicine services portal that serves
over a million users. KRY services allow patients or their representatives to consult a qualified
K RY health professional within minutes via smartphone or tablet connectivity. Over 500 employees
and 1000 clinicians connect to KRY infrastructure to cater to patient needs across a wide variety
I of medical disciplines and international boundaries.
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The challenge

Benefits

Best security / price ratio
available on the market

Quick deployment across a
wide variety of user devices

A product from a renowned
company in the space,
offering a label of trust

Wide application compatibility
via multi-protocol support,
and future server certificate
authority capabilities

Deployment Info

YubiKey 5 Series

Type of users: Developers,
technical staff, business
development, office staff,
and a growing number of
clinicians

Lowered attack surface for
GSuite, Slack, and browser-
accessed applications
immediately

As KRY offers a telemedicine services portal across the European Union (EU), it’s infrastructure
holds sensitive and confidential Personally Identifiable Information (PIl) and medical information.
KRY sought to reduce their overall security breach risk and reduce attack surfaces across
sensitive systems. They decided to implement an identity access solution to ensure only authorized
access to these systems, which include Google G Suite and Slack applications that are widely
used by employees across the organization.

KRY needed to deploy breach protection quickly and at scale. They considered various solutions
including Okta Identity Management, but a lack of integration limited rapid deployment across
their employee base, and necessitated another search.

The solution

KRY tested strong multi-factor authentication (MFA) security using the YubiKey 5 Series with
a subset of employees, including developers and technical staff. During the pilot phase, these
employees tested YubiKeys with Google G Suite, Slack, and other key browser-accessed
applications, using the FIDO2 protocol. The employees were impressed with the ease of use
and the fact that YubiKeys didn’t hinder productivity.

KRY chose YubiKeys for roll out company-wide as they offer the best MFA security/price ratio
on the market and can be rapidly deployed for use across a wide variety of user devices such
as desktops, laptops, tablets, and mobile phones. Those employees with access to sensitive
systems were provisioned YubiKeys first to provide immediate impact to identity authenticity.
KRY is expecting a full roll-out of YubiKeys across other cloud-based and on-premises
applications, and to all employees and clinicians.



Case Study Carl Svensson, Head of Information and IT-security

“We used Yubikey to enable a really smooth rollout of a new VPN system within the
.* K RY company which allowed fully self-services setup for users.”
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The YubiKey 5 Series stops account takeovers and breaches by providing the strongest
) ) ) cryptographic security authentication factor in addition to username and password. Accounts
- Best security / price ratio . . . L
available on the market can’t be authenticated and employees can’t use sensitive software without plugging in and

tapping their YubiKey.

Benefits

+ Quick deployment across a

wide variety of user devices With the YubiKey, KRY has reduced the attack surface of their most important cloud-based and

* A product from a renowned on-premises applications, keeping sensitive and confidential patient and clinician data secure.
company in the space,
offering a label of trust

+ Wide application compatibility
via multi-protocol support,
and future server certificate
authority capabilities

Deployment Info
* YubiKey 5 Series

+ Type of users: Developers,
technical staff, business
development, office staff,
and a growing number of
clinicians

« Lowered attack surface for
GSuite, Slack, and browser-
accessed applications

immediately
About Yubico Yubico sets new global standards for easy and secure Yubico AB Yubico Inc.
access to computers, servers, and Internet accounts. Founded in 2007, Kungsgatan 44 530 Lytton Avenue, Suite 301
Yubico is privately held with offices in Australia, Germany, Singapore, 2nd floor Palo Alto, CA 94301 USA
Sweden, UK, and USA. Learn why nine of the top 10 internet brands SE-111 35 Stockholm 844-205-6787 (toll free)
and millions of users in more than 160 countries use our technology at Sweden 650-285-0088

www.yubico.com.



