
Although definitions of critical 
infrastructure vary across countries, 
these sectors are vital because their 
incapacitation or destruction would 
have a debilitating effect on a nation’s 
security, economic security, public 
health, and/or safety which can pose 
a physical threat to human lives.

This includes, but is not limited to 
the following sectors—  

Vital sectors  
and their impact

Sources 
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Across the globe there is an increasing number of malicious actors 
trying to cause mass disruption to public life and safety by targeting 
critical infrastructure with cyberattacks. Such attacks were responsible 
for impacting Ukraine’s power grid, striking a Brazil-based meat 
processing company, holding a Los Angeles hospital’s medical records 
for ransom, and infiltration of email and fare-collecting systems for San 
Francisco public transit. 

Securing Critical 
Infrastructure
Its safety depends on phishing-
resistant MFA

https://www2.deloitte.com/us/en/pages/public-sector/articles/cybersecurity-for-critical-infrastructure-protection-states.html
https://www.bbc.com/news/world-us-canada-57318965
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
https://www.oecd-ilibrary.org/sites/b1dac86e-en/index.html?itemId=/content/component/b1dac86e-en#figure-d1e2835 


The undeniable proof that 
the cyber threats targeting 
critical infrastructure are  
all too real

Cyberattacks targeting critical 
infrastructure around the world— 
a 20% increase since June 2020

40%

Critical infrastructure 
organizations that don’t adopt 
zero-trust strategies80%

Increase in DDoS attacks 
on financial firms globally 
compared to the previous year

Average cost for a healthcare 
data breach—the highest 
average of any sector

Electricity, oil & gas, and 
manufacturing firms experienced 
cyberattacks that impacted 
production and energy supply

22%

$9.3

89%

Sources
Microsoft, Government Technology, IBM, Trend Micro, FS-ISAC

In an interconnected world, 
everyone is responsible 
for strengthening the 
cybersecurity ecosystem

“One of the greatest cybersecurity threats 
is the human factor, through phishing 
attacks when cybercriminals obtain 
passwords or credentials.”

Oleksandr Tarasov

Head of Security Controls at Security Operation Center, 
Naftogaz-Bezreka (Ukraine’s national oil and gas company)

million

https://blogs.microsoft.com/on-the-issues/2022/11/04/microsoft-digital-defense-report-2022-ukraine/
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/cyber-attacks-against-critical-infrastructure-quietly-increase
https://www.ibm.com/account/reg/us-en/signup?formid=urx-51643
https://newsroom.trendmicro.com/2022-06-02-Cyber-Attacks-on-Industrial-Assets-Cost-Firms-Millions
https://www.fsisac.com/akamai-ddos-report


See real stories of how these 
sectors across the globe are 
implementing modern phishing-
resistant MFA within their 
organizations and supply chain 
To learn more about how to implement  
a zero trust approach go to  
yubi.co/ZeroTrust →

A U.S. state uses the YubiKey 
to protect voter registration 

databases from hackers

READ CASE STUDY → 
yubi.co/USGovernment

Schneider Electric enhances 
global supply chain security 
with YubiKeys and YubiHSM

READ CASE STUDY →
yubi.co/SchneiderElectric 

 

YubiKeys are defending 
Ukraine’s national oil and gas 

company against cyberattacks

READ CASE STUDY → 
yubi.co/Naftogaz

About Yubico As the inventor of the YubiKey, Yubico makes secure login easy. As a leader in setting global standards for secure access to computers, mobile devices, and more, Yubico is 
also a creator and core contributor to the FIDO2, WebAuthn, and FIDO Universal 2nd Factor (U2F), and open authentication standards. For more information, please visit: www.yubico.com.
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A core part of a successful cybersecurity strategy depends on multi-
factor authentication (MFA), but not all forms of MFA are created 
equal. Modern phishing-resistant authentication and hardware-backed 
security are the best way to safeguard the most critical information, 
processes, and IT and OT systems that our society depends on. 
Which is why, it has become the standard for government agencies 
and a growing number of regulatory bodies.

Phishing-resistant 
MFA’s role in 
securing critical 
infrastructure
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