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A half-day interactive session featuring a comprehensive review and technical tips on integrating YubiKeys
with Microsoft Entra ID. In addition, the workshop includes best practices on operational deployment
topics plus post-workshop technical consulting hours.

Yubico is leading the charge toward a more secure and frictionless All workshop attendees receive:

authentication future. Our Professional Services team is comprised

of trained and accredited security professionals with experience * A YubiKey Entra ID Hybrid Technical Solutions Guide

gained from hundreds of customer implementations across a wide ¢ A Deployment Solutions Best Practices and

range of industries and the government sector. Recommendations Guide

Our Entra ID Quick Start workshop provides you expert advisory Plus 5 hours of post workshop on-demand Professional Services
services focusing on helping you integrate YubiKeys as a FIDO2 assistance, designed to provide you with follow-up support in
authentication token for your users and enabling their FIDO2 your integration.

authentication with Web and Windows Logon (with or without
hybrid). The workshop features discussions on Entra ID configuration,
conditional access, lifecycle management, and reporting.

Workshop Topics Who should attend:

Our Professional Services team will walk you through these
topics—all designed to help you quickly and easily integrate your
YubiKeys into your Entra ID Hybrid environment.

¢ Cloud administrators that manage Entra ID/365

¢ Network/infrastructure administrators responsible

e FIDO2 authentication overview for Windows domain, servers and workstations
e Technical prerequisites ¢ (Optional) members of security and identity
* Enabling FIDO2 authentication authentication team

e Enabling Temporary Access Pass—TAP (optional)

e Configuring AAGUID filtering (optional)

e Configuring Authentication Strength policies (optional)

e Configuring Conditional Access Policy with Authentication
Strength (optional) YubiKeys deployed in:

e FIDO2 registration o 9 of the top 10 4 of thetop 10 5 of the top 10
« Web sign-in global technology U.S. banks global retailers
companies

e Configuring FIDO2 authentication for Windows workstations
(pure Azure AD-joined or Hybrid)

» Workstation sign-in e

e PIN change, PIN retries and key reset yubi.co/contact-ps yubi.co/ps
* Operational deployment best practices

Yubico (Nasdagq First North Growth Market Stockholm: YUBICO) is the inventor company is a pioneer in delivering hardware-based passkey authentication to
of the YubiKey, the gold standard in phishing-resistant multi-factor authentication customers in 160+ countries. For more information, visit: www.yubico.com.
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