
State of Global  
Enterprise  
Authentication  
Survey
How modern enterprises are  
embracing phishing-resistant MFA

We surveyed 

and found that… 

That’s why…

16,000 employees
8 countries

Many employees still rely on  
username and passwords,  
yet don’t keep them secure

Phones are often 
lost or broken,  
making mobile  
authentication  
unreliable

The consequences of  
successful attacks are 
severe. At organizations 
who experienced an attack, 
consequences included...

decreased 
profits

reputational 
damage

54% 
of employees

admit to writing down 
or sharing a password 
in the past 12 months

operations 
suspended

increased 
employee 
turnover

59% 
of employees

still rely on username & 
password as a primary 
method to authenticate  
into their accounts

The US leads the world in 
understanding the importance 
of strong authentication

“
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Employees and enterprises across the 
globe are increasingly aware of the risks 
of cyber crime, yet many still leave 
themselves vulnerable by using legacy 
authentication methods and by failing  
to follow cybersecurity best practices.”

—Yubico’s State of Global Enterprise Authentication Survey

We also 
learned that...

of respondents have  
lost their phone in the 
past 2 years

The Global Enterprise Authentication Survey was conducted between 30th  
August and 13th September 2022, in partnership with leading market 
research consultants Censuswide. Those surveyed ranged from entry-level 
employees to VPs, at enterprises of all sizes. 

www.yubico.com

79%  
of VP-level staff
think their organization 
needs to upgrade  
to phishing- 
resistant MFA

of respondents have 
broken their phone in 
the last 2 years

Download the Survey

Employees who believe their organization 
needs to upgrade to modern phishing- 
resistant MFA:

61% 
Globally

http://www.yubico.com
http://www.yubico.com
http://yubico.com/resource/state-of-global-enterprise-authentication-survey/

