
Social engineering scams targets users and  
IT helpdesks
As the cyber threat landscape evolves with AI-powered attacks, 
malicious actors have devised new ways to target the user and 
the IT help desk in order to circumvent existing user verification 
processes. They can leverage stolen personally identifiable 
information of employees to easily answer security questions, 
after which point they can request a password reset and enroll 
a new device such as a smartphone to receive MFA codes. In 
this manner legacy MFA, including SMS text and even stronger 
forms of phishing-resistant MFA, is easily circumvented.

Once a hacker gains full access to the compromised 
employee’s email account and other applications, they can 
change payment instructions with payment processors and 
divert legitimate payments to fraudulent bank accounts, take 
over the entire digital footprint of the employee and even 
deliver malware to the network, often creating the groundwork 
for a devastating ransomware attack.

YubiKey as a Service – 
Enrollment
Enroll YubiKeys on behalf of users in 
multiple ways for fast user onboarding to 
YubiKeys and adoption.

YubiKeys 
deployed in:

9 of the top 10  
global technology 

companies

8 of the top 10 
global banks*

5 of the top 10 
global retailers

*Not including banks based in China.

YubiKey as a Service simplifies security and accelerates 
enterprise rollouts

YubiKey as a Service from Yubico offers smart enterprises a 
flexible and cost effective way to adopt modern cybersecurity 
at scale and protect the entire ecosystem including the 
workforce, suppliers and end customers.

Through YubiKey as a Service, customers are also eligible 
for additional services such as Enrollment services, where 
organizations can pre-enroll YubiKeys on behalf of users and 
enable faster YubiKey adoption.

With sophisticated cyber threats on the rise, smart organizations 
are choosing YubiKeys to secure digital identities. YubiKeys are 
modern hardware security keys that deliver the most secure 
passkeys and are proven to stop phishing scams and account 
takeovers in their tracks. The hardware form factor of the YubiKey 
ensures the secrets cannot be exfiltrated from the key and can 
easily stop remote attacks and other common breach methods.
Organizations are also increasingly interested in relieving the IT 
helpdesk and users, who are not security experts, from having to 
stay up to speed on the latest nefarious cyber attack methods.

Enrolling YubiKeys on behalf of users, so that organizations 
equip users with the highest assurance MFA at all times is the 
way to build phishing-resistant enterprises.

Experience pre-configured YubiKeys, with Enrollment 
services

Through Enrollment services, enroll YubiKeys on behalf of users in 
multiple ways for fast user onboarding to YubiKeys and adoption.

There are two options available for you: you can pre-enroll 
YubiKeys on behalf of IT with FIDO Pre-reg, and on behalf 
of users with YubiEnroll to enable faster deployments. Think 
beyond phishing-resistant MFA, and fast-track the creation of 
phishing-resistant users. Enrolling YubiKeys on behalf of users, 
so that organizations equip users with the highest assurance MFA 
at all times, and getting the keys directly to users in a secure and 
efficient way is the way to build phishing-resistant enterprises.

https://www.yubico.com/products/yubikey-as-a-service/
https://www.yubico.com/products/enrollment/
https://www.yubico.com/products/enrollment/
https://www.yubico.com/products/fido-pre-reg/
https://www.yubico.com/products/yubienroll/
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FIDO Pre-reg 
FIDO Pre-reg offers a turnkey service that delivers factory 
pre-enrolled new YubiKeys to users, no matter where they 
are. Ideal for organizations with over 500 users, FIDO Pre-reg 
accelerates enterprises to create phishing-resistant users and 
go passwordless quickly and efficiently.

Available exclusively through YubiKey as a Service, FIDO Pre-
reg handles all of the key delivery logistics door-to-door, and 
reduces burden for both IT staff and end users.

YubiEnroll 
YubiEnroll enables organizations of all sizes to easily enroll  
YubiKeys on behalf of end users, or do so through partners,  
making going passwordless a snap. 

With YubiEnroll, organizations can empower their IT team to  
enroll YubiKeys on short notice, or do so in certain geographies 
that cannot easily accommodate turnkey delivery services. 
With YubiEnroll, organizations that purchase YubiKeys can gain 
access to a client application that allows IT to enroll YubiKeys 
for the user and deliver them directly to the user. 

The Enrollment services deliver a complete registration  
experience covering comprehensive enterprise needs, with 
support for Microsoft and Okta currently, and additional 
Identity Provider (IdP) support planned to come on board. 
Accelerate your journey to creating phishing-resistant 
users and say goodbye to passwords by becoming a truly 
phishing-resistant organization.

Learn more 
yubi.co/enrollment

Contact us 
yubi.co/contact

View PDF online yubi.co/3n8

Our technology secures people in over 160 countries, delivering fast, 
passwordless access. Dual-headquartered in Stockholm and Santa Clara, 
we believe strong security should be within everyone’s reach. Learn more at 
www.yubico.com. 
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Yubico (Nasdaq Stockholm: YUBICO) is a modern cybersecurity company on a 
mission to make the internet safer for everyone. As the inventor of the YubiKey, 
we set the gold standard for secure, simple login, stopping account takeovers 
with phishing-resistant, hardware-backed authentication. 
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