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YubiKey Deployment
Best Practices
Workshops

Specialized workshops providing best practices
and operational tips to help you successfully
deploy YubiKeys in your organization.

Yubico is leading the charge toward a more secure and
frictionless authentication future. Our team of experts
provides guidance and best practices in deployment best

practices workshops designed to help kick start your YubiKey
deployment planning.

This workshop will focus on helping you develop a strategic
plan and playbook for a successful YubiKey rollout, emphasizing
crucial aspects such as:

» Project Planning and Readiness

» Understanding Lifecycle Management

o Effective User Communication & Marketing
e User Training & Support

e Launch & Go Live

¢ Reporting

e Customer Examples

We’ll review Yubico’s unique deployment methodology and
share customer stories and their lessons learned.

All attendees receive a Deployment Best Practices Guide
plus a comprehensive asset library including messaging
templates, sample project plans and more.

Workshop topics:

YubiKey 101
Review the YubiKey’s features and benefits

Project Planning
Examine a sample project plan and review the four main
phases of a successful deployment

Lifecycle Management

Examine options for distributing YubiKeys to your users as well
as registration options. Review user lifecycle processes such
as replacing or revoking YubiKeys and onboarding new users

User Communication and Marketing
Discuss the most effective ways to explain the benefits of strong
authentication and your YubiKey deployment to your users

User Training and Support

Review the optimal training processes and materials.
Integrate YubiKey support into your existing help desk
processes, materials and support scripts

Go-live and Launch
Review best practices and approaches for successful
pilots and launch activities

Deployment Reporting
Examine the best metrics and techniques to measure
the success and impact of your YubiKey deployment

1. Planning

Project considerations,
roles/responsibilities,
and timelines

4. Launch & ¢ 2, Lifecycle
Reporting @ Management
Go-live planning, Key distribution,

key activity, and
success metrics

user registration,
" and authentication

3. Training & Support

User training materials,
help desk processes,
and scripts
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Yubico (Nasdagq First North Growth Market Stockholm: YUBICO) is the inventor
of the YubiKey, the gold standard in phishing-resistant multi-factor authentication
(MFA), and a creator and contributor to FIDO open authentication standards. The

company is a pioneer in delivering hardware-based passkey authentication to
customers in 160+ countries. For more information, visit: www.yubico.com.
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