
Critical infrastructure definitions vary 
across countries, but their essence is the 
same: sectors in which incapacitation 
or destruction would have a debilitating 
effect on a nation’s security, economic 
security, public health, and/or safety 
which can pose a physical threat to 
human lives. This includes, but is not 
limited to, the following sectors:

Is your organization 
considered critical?

Deloitte, The U.S. Cybersecurity & Infrastructure Security Agency (CISA,) 
Organization for Economic Co-operation and Development (OECD)
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A growing number of cyber criminals are trying to cause mass disruption to public life and safety by 
targeting critical infrastructure. As the leader of a critical infrastructure organization, a culture of cyber 
security starts with you.

CEOs: Secure critical infrastructure starts with you 
—and depends on phishing-resistant MFA

https://www2.deloitte.com/us/en/pages/public-sector/articles/cybersecurity-for-critical-infrastructure-protection-states.html
https://www.oecd-ilibrary.org/sites/b1dac86e-en/index.html?itemId=/content/component/b1dac86e-en#figure-d1e2835%20
https://www.oecd-ilibrary.org/sites/b1dac86e-en/index.html?itemId=/content/component/b1dac86e-en#figure-d1e2835%20


The undeniable proof that 
the cyber threats targeting 
critical infrastructure are all 
too real:

Cyberattacks targeting critical 
infrastructure around the world 
jumped from 20% of all nation-
state attacks to 40% (Source)
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40% of 500 US critical infrastructure 
suppliers surveyed said cyber 
criminals have attempted to shut 
down their control systems (Source)

Healthcare has the highest average 
total cost for a data breach at $9.23 
million (Source)

89% of electricity, oil & gas, and 
manufacturing firms experienced 
cyberattacks that impacted production 
and energy supply between mid-2021 
and mid-2022 (Source)

Almost 80% of critical infrastructure 
organizations studied in a 2022 IBM 
report didn’t adopt zero-trust strategies, 
seeing average breach costs rise to 
$5.4 million—a $1.17 million increase 
compared to those that did (Source)
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Only 51% of CEOs demand 
cyber risk management plans for 
major business or operational 
changes. So ask yourself:
• Do your senior leaders know how to respond to a cyber incident?

• What plans do you have to maintain business continuity?

• What are you doing to empower your CISO?

• What are your thresholds for reporting potential cyber incidents 
to senior management and the federal government?

• How will you respond to the worst-case scenario?

million

https://blogs.microsoft.com/on-the-issues/2022/11/04/microsoft-digital-defense-report-2022-ukraine/
https://securityboulevard.com/2022/11/industrial-control-systems-hot-cyber-targets/
https://www.ibm.com/account/reg/us-en/signup?formid=urx-51643
https://newsroom.trendmicro.com/2022-06-02-Cyber-Attacks-on-Industrial-Assets-Cost-Firms-Millions
https://www.govtech.com/blogs/lohrmann-on-cybersecurity/cyber-attacks-against-critical-infrastructure-quietly-increase


To see real stories of how 
critical infrastructure sectors 
are implementing this within 
their organizations, supply 
chain and across the globe 
check out:

A U.S. state uses the YubiKey 
to protect voter registration 

databases from hackers

READ CASE STUDY 
yubi.co/USGovernment

Schneider Electric enhances 
global supply chain security 
with YubiKeys and YubiHSM

READ CASE STUDY 
yubi.co/SchneiderElectric

YubiKeys are defending 
Ukraine’s national oil and gas 

company against cyberattacks

READ CASE STUDY 
yubi.co/Naftogaz

A core part of a successful cybersecurity strategy depends on multi-
factor authentication (MFA) and device-bound passkeys, but not all forms 
of MFA are created equal. Modern phishing-resistant authentication and 
hardware-backed security are the best way to safeguard the most critical 
information, processes, and IT and OT systems that our society depends 
on—which is why it has become the standard for government agencies 
and a growing number of regulatory bodies.

Every CEO’s 
business continuity 
strategy should 
start with phishing-
resistant MFA

http://yubi.co/USGovernment
http://yubi.co/USGovernment
http://yubi.co/SchneiderElectric
http://yubi.co/SchneiderElectric
http://yubi.co/Naftogaz
http://yubi.co/Naftogaz


Yubico (Nasdaq First North Growth Market Stockholm: YUBICO) is 
the inventor of the YubiKey, the gold standard in phishing-resistant 
multi-factor authentication (MFA), and a creator and contributor to FIDO 
open authentication standards. The company is a pioneer in delivering 
hardware-based passkey authentication to customers in 160+ countries. 
For more information, visit: www.yubico.com.

© 2024 Yubico

10% of all breaches are financial 
services (Source)10%

11 states in the U.S. suffered 
temporary gas outages during 
the Colonial Pipeline ransomware 
attack in 2021 (Source)

Cybercriminals knocked the Polish 
stock exchange offline (Source)

Japan’s critical infrastructure, 
industries, and government agencies 
have all seen an increase in 
cyberattacks (Source)

Cyber security incidents impacting 
Australian critical infrastructure 
increased by almost one-third in the 
22-23 financial year (Source)
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In an interconnected world, 
everyone is responsible 
for strengthening the 
cybersecurity ecosystem

“One of the greatest cybersecurity threats 
is the human factor, through phishing 
attacks when cybercriminals obtain 
passwords or credentials.”

Oleksandr Tarasov
Head of Security Controls at Security Operation Center, 
Naftogaz-Bezreka (Ukraine’s national oil and gas company)
Yubi.co/Naftogaz
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https://www.yubico.com/
https://www.verizon.com/business/en-gb/resources/reports/dbir/
https://www.npr.org/2021/06/03/1003020300/colonial-pipeline-ceo-explains-the-decision-to-pay-hackers-4-4-million-ransom
https://cybernews.com/cyber-war/polish-stock-exchange-banks-knocked-offline-by-pro-russian-hackers/#google_vignette
https://www.fdd.org/analysis/2023/08/10/japans-cyber-resilience-key-to-us-security-in-the-pacific/
https://www.cyber.gov.au/about-us/reports-and-statistics/asd-cyber-threat-report-july-2022-june-2023?trk=article-ssr-frontend-pulse_little-text-block
http://Yubi.co/Naftogaz

