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Introduction

Ready or not, organizations around the world are asking traditional office-based agents and
employees to work from home in response to the COVID-19 pandemic. Beyond questions
about workflow and engagement, such an accelerated shift to remote work raises questions
about the security of sensitive customer data and confidential information in remote agent
environments.

Data security breaches put entire organizations — inclusive of customer and employee safety,
brand reputability, and stakeholder sentiment — at risk. According to the 2019 Cost of Data
Breach Report conducted by Ponemon Institute, the average total cost of a data breach is
$3.92 million, with the United States specifically suffering the most expensive average at $8.19

million per data breach.

The current state of today’s contact center security is particularly vulnerable. Even under an
already fairly controlled environment, physical contact centers are innately susceptible to
breaches. Imagine how much riskier the collection and usage of such highly sensitive data is

from remote settings around the world.
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https://databreachcalculator.mybluemix.net/?_ga=2.65266798.1109415730.1586890245-1579861206.1586890245&cm_mc_uid=99902517711714766649873&cm_mc_sid_50200000=58673111586968719114&cm_mc_sid_52640000=41053641586968719153
https://databreachcalculator.mybluemix.net/?_ga=2.65266798.1109415730.1586890245-1579861206.1586890245&cm_mc_uid=99902517711714766649873&cm_mc_sid_50200000=58673111586968719114&cm_mc_sid_52640000=41053641586968719153
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The Uncontrollable Rise of Remote Work

In recent months, the world has witnessed a truly unprecedented rise in remote work due to COVID-19.
Although there are numerous benefits associated with remote work capabilities — from increased
productivity and skill-based hiring to overhead costreductions — some organizations were simply
ill-prepared for such a rapid shift. Within the contact center space specifically, many companies still fall
behind the curve of evolving from the conventional call center into a modern, adaptable customer
contact service.

Contact center leaders across the world are currently working through this scramble to enable remote
work capabilities. From upholding productivity, motivation and KPIs, to implementing automated
systems and even investing in Al or self-service in an effort to manage surges in call volume, some
aspects may have been overlooked through such whirlwinds. However, there are some serious risks
associated with the remote work experience that must be addressed and prioritized by organizations,
especially when it comes to sensitive information and customer data.

Fully remote contact centers present a unique — and unprecedented — challenge to the future of data
security, as remote environments do not typically possess the same digital and physical safeguards
that the traditional office or contact center site provides. As any given agent is sitting at their desk in a
traditional contact center, they are also being protected by layers of preventive and approved security
controls. It is by no means a foolproof system, but it is much more difficult for an agent to make a
mistake — digitally or physically — when all workstations are in a single location being directly controlled
by the company. Placing agents in entirely new work environments, without the proper training and
secured systems in place, could very well put any company and its data security at high risk.
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