
Topics Covered 
Enabling Passwordless FIDO2 YubiKey Sign-in to  
Web-based Applications and On-Prem Resources
Enable Entra ID identities to leverage FIDO2 YubiKeys for 
passwordless authentication into web-based applications, 
as well as creating Kerberos server objects in your Entra ID 
tenant to enable sign-in into on-prem resources

Enabling Passwordless FIDO2 Sign-in to Windows
Review options such as using a provisioning package,  
Intune or group policy methods for sign-in

YubiKey User Registration 
Examine the process to enable user-driven self-enrollment of 
a YubiKey with Azure Multi-Factor Authentication (MFA) as a 
FIDO security key

YubiKey Management Processes
Review technical YubiKey management processes such as 
revoking lost YubiKeys and best practice recommendations

YubiKey PIN Management
Features advisory on changing YubiKey PINs and resetting 
YubiKeys using Windows 10 tools and YubiKey Manager

Package Benefits 
•	 Two weeks of implementation advice and assistance from  

a dedicated Yubico Professional Services engineer 
•	 Unparalleled technical expertise in YubiKey lifecycle 

management and FIDO2 passwordless integration
•	 20 hours of additional on-demand hours for post- 

integration assistance

Expert consulting services in an exclusive  
project engagement designed to enable your 
successful Entra ID/FIDO2 passwordless 
integration with YubiKeys.  
Yubico is leading the charge toward a more secure and 
frictionless authentication future. Our team of experts 
provides guidance and best practices in technical advisory 
engagements designed to help facilitate your YubiKey  
Entra ID/FIDO2 implementation.

Professional Services offers a half-day, virtual 
workshop featuring:  
•	 A comprehensive review of the FIDO2 protocol,  

including its strengths, weaknesses and workflows
•	 Basic Entra ID/FIDO2 configuration
•	 Enabling passwordless YubiKey sign-in to on-premises  

and web-based resources, as well as Windows 10 devices, 
with Entra ID

•	 Enabling passwordless YubiKey sign-in with Entra ID to  
on-premises and web-based resources, as well as 
Windows 10 devices

•	 Bootstrapping and user provisioning with YubiKeys
•	 Admin management via Microsoft Graph or Powershell
•	 User registration and lifecycle management of YubiKeys
•	 YubiKey PIN management
•	 Decommissioning YubiKeys
•	 Resetting and reusing YubiKeys

Professional Services

Microsoft 
Passwordless

company is a pioneer in delivering hardware-based passkey authentication to 
customers in 160+ countries. For more information, visit: www.yubico.com.
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Yubico (Nasdaq First North Growth Market Stockholm: YUBICO) is the inventor 
of the YubiKey, the gold standard in phishing-resistant multi-factor authentication 
(MFA), and a creator and contributor to FIDO open authentication standards. The 

Includes 20 hours of post-integration assistance 
and documentation including:

•	 YubiKey Lifecycle Guide
•	 YubiKey Entra ID Passwordless Implementation Guide Learn more 
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