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Executive summary

While the value of digital transformation in the manufacturing sector is well-established, in addition
to improving productivity, quality and agility, 70% of manufacturers agree that cybersecurity

is one of the greatest risks." For three years, manufacturing has been the most attacked industry,
representing 28% of global incidents and 54% in Asia-Pacific specifically.? If not managed, these

cyber threats place intellectual property (IP) at risk and could lead to system downtime, equipment
damage, or unwanted effects that could impact human lives.

Phishing, malware and credential theft remain the most prevalent vectors for cyber attacks in
manufacturing, increasing the urgency to address authentication risk. In this guide, we will outline
how to identify, assess, and prioritize risk mitigation strategies that respect the constraints of today
while also creating a bridge to modern, phishing-resistant multi-factor authentication (MFA)

and passwordless.
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YubiKey is the bridge Manage and future-proof
to modern authentication risk at scale

Cyber risk in manufacturing

Cyber risk in manufacturing

Manufacturing is {I::I:} @ f% 4@ —:ﬁ 57[—@

the #1 most

high-tech retail machinery medical energy transportation
attaC ked SeCtOI‘G silicon & semi- aerospace &
conductor automotive

Threat actors don’t hack in, they log in

Digital transformation has increased the attack surface, introducing more connected hardware (e.g. smart sensors) and
greater connectivity between information technology (IT) and operational technology (OT) environments, eroding the
protections of traditional air-gapped networks.
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to modern authentication risk at scale

Risk management

Cyber risk in manufacturing strategies in authentication

Risks of unmanaged cyber threats

There is a wide range of cyber threats targeting the manufacturing sector. As a cybersecurity leader, or someone
who cares about securing critical systems and data within manufacturing, it is important to weigh the risk of what
unmanaged cyber threats can cause. The impact of a cyber attack can have far-reaching implications including
but not limited to:

Downtime Intellectual property (IP) theft

In 2023, there was a 150% increase in OT
cyber attacks with physical consequences,
including production outages, equipment
damage and the disabling of safety systems.!°

Exfiltration of IP can result in copycats
that erode market position or result in
financial losses.

Upstream & downstream impact Reputation

Attacks and outages can have a Negative attention can impact

cascading impact across the supply chain, stock price, undermine shareholder

to critical infrastructure sectors, or to confidence, and impact future contracts.

downstream consumers.
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YubiKey is the bridge Manage and future-proof

Cyber risk in manufacturing to modern authentication risk at scale

Obstacles to modern authentication

To protect against cyber attacks, manufacturers need authentication solutions to help protect against risk.
In order to overcome common obstacles, solutions need to meet manufacturers where they are on their
journey to modern authentication.

© B

Legacy systems Downtime intolerance Fragmentation Skills gap
Across manufacturing, The cost of unplanned There can be a cultural As cybersecurity
legacy OT and ICS downtime in disconnect between becomes more complex,
systems may not manufacturing is enterprise and production skill shortages have
support modern estimated at $50 billion environments as well emerged. Cybersecurity is
authentication, may rely per year'?, increasing as fragmented the #1 skill manufacturers
on unsupported systems risk aversion related to governance over IT are seeking.™
(25%) or have known technology integration and OT systems, limiting
vulnerabilities (78%)." and process change. organization-wide efforts.™

Manufacturers need a strong authentication foundation—one that meets them

where they are today and helps bridge to the smart factory of the future.
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Risk management
frameworks for
manufacturing

Globally, industry associations
continuously publish industry-sector
guides for risk management and
cybersecurity best practices.

The National Institute for Standards
and Technology (NIST), globally
recognized for promoting equitable
standards, has been continuously
updating Risk Management
Framework (RMF) and Cybersecurity
Framework (CSF), including a
specific guide for manufacturing.'®
Further, the ISO/IEC 27001 and
ISA/IEC 62443"" standards provide

a framework for security and
authentication requirements for IT
and OT systems.

Risk management
strategies in authentication

Key business outcomes
from investing in stronger
authentication

YubiKey is the bridge

Cyber risk in manufacturing to modern authentication

Risk management strategies
in authentication

While some manufacturing organizations selling to the government have been
subject to strict regulations and standards, the urgent need to
improve cyber defenses within manufacturers is being met by
global regulators, across ISO standards and within industry
associations.

Identify

In some countries, manufacturers are categorized among critical
infrastructure sectors, introducing regulatory requirements such
as the National Security Memorandum/NSM-22 in the U.S.®
and the Cyber Resilience Act/CRA in the E.U." In other
countries, federal bodies are closely collaborating with
manufacturers to suggest best practices for cybersecurity

and risk management, such as the Action Plan for Critical 4
Infrastructure in Canada.?®

Risk management
process

Monitor &
evolve
Although there are variations in guidance, all risk management

frameworks consist of common practices to identify, assess,

and mitigate risk, with a feedback loop to monitor and improve

over time. The remainder of this guide will outline how to use risk
management processes to identify and evaluate authentication
risk and how to prioritize mitigation opportunities to avoid, reduce or
transfer risk toward the target state of eliminating authentication risk altogether.

Manage and future-proof
risk at scale

Assess

Mitigate




Risk management
strategies in authentication

Key business outcomes
from investing in stronger
authentication

YubiKey is the bridge Manage and future-proof

Cyber risk in manufacturing to modern authentication risk at scale

Step 1: Identify authentication risk

The first step in managing risk is to identify current authentication processes across users, devices, and environments
(IT and OT), which for most manufacturers will include:

x 2 = S 208 (EB)

. a p—— (= O
Privileged Shared Office Remote Third party Software
access workstations systems access access supply chain
Engineers, IT admins, DCS, SCADA, factory floor On-site and cloud Upstream suppliers, Code access
C-Suite, HR, (may be mobile-restricted, productivity software, vendors, transport,
finance, sales heavy duty or gloved) HR systems, payroll contractors, service partners

Historically, the manufacturing sector has relied on a mix of individual and shared passwords, one-time passcodes
(OTP) and Personal Identity Verification (PIV) Smart Cards for most authentication scenarios across IT and OT systems.
All users in the organization require access to core office systems (e.g. payroll), while only some users will have access
to OT and ICS systems.

While historically shared passwords, TOTP tokens and PIV cards have satisfied authentication requirements within
air-gapped networks, digital transformation has driven traditionally air-gapped systems online, opening the door to
remote attacks. Air-gapped systems prevent remote access by being physically disconnected. Due to the workforce
shortage, growth of loT monitoring devices with automated feedback and the need to simplify workflows has caused
the drop of traditional air-gapped philosophy. This leads to increased cyber risk. For example, Mitsubishi Electric
recently announced a vulnerability that exposes its factory automation products to a risk of remote authentication
bypass, if remote authentication is not replay-resistant.?’
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Learn more about Demystifying Passkeys
at http://yubi.co/i3v

Risk management
strategies in authentication

Key business outcomes
from investing in stronger
authentication

YubiKey is the bridge Manage and future-proof

Cyber risk in manufacturing to modern authentication risk at scale

In order to properly assess risk, it is critical to recognize that while passwords offer the weakest protection against
attacks, not all MFA is created equal. The strength of authenticators can be described with authentication assurance
levels (AALs), standards used by NIST?, in Australia’s Essential Eight Maturity Model (EBMM)?® and the EU’s electronic
Identification, Authentication and Trust Services Regulation (eIDAS).?

AAL1 AAL2 AAL3

Single-factor authentication Two-step authentication Hardware-based
e.g., username and password e.g., 2FA, synced passkeys, multi-factor authentication
device-bound passkeys on e.g., device-bound passkeys
general purpose devices on hardware security keys

g !

® |ow security assurance ® Phishing-resistant 2FA/MFA Phishing-resistant MFA

* Highly vulnerable to e Stronger security than a Strongest security and highest
phishing password but vulnerable to assurance

e Puts enterprises at risk attacks Addresses enterprise security,
* More enterprise-ready but operational efficiency and
leaves gaps in operational audit/compliance requirements
efficiency and audit/compliance Supports FIDO and Smart
requirements Card/PIV

FIPS 140-2 validated

In the next step, you can use this understanding of AALs to quantify risk across your authentication scenarios.
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strategies in authentication
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authentication

YubiKey is the bridge Manage and future-proof

r risk in manufacturin - .
Cyber risk i anutacturing to modern authentication risk at scale

With reference to NIST’s AAL guidance, any form of MFA will provide greater security than a password (AAL1),
but an authenticator at AAL3 provides very high confidence that someone logging onto your system can prove,
by possession, who they are claiming to be, reducing the threat of compromise and attack from phishing.
According to NIST Special Publication (SP) 800-63-B4, only two forms of authentication currently meet the mark
for phishing-resistant MFA: Smart Card/PIV and FIDO2/WebAuthn (passkeys)?®, although passkeys can be further
differentiated as synced (AAL2) or device-bound (AALS).

What are passkeys?

Passkeys are a new term in the industry,
but the concept is not new. Passkeys
are a new name for FIDO2 passwordless-
enabled credentials, a standard that is
replacing passwords and phishable MFA

logins with more secure passwordless
experiences. There are different passke . R .
P P Y ———— Phishable Phishing Resistant

implementations:

+ Synced passkeys live in the cloud,
which means credentials on a
smartphone, tablet or laptop can be
shared between devices. While synced

passkeys enable easier credential f/IME‘I ) Device-bound Smart card

recovery in the case of a lost or stolen Password oblle pus Synced passkeys on Device-bound
- OTP passkeys general-purpose passkeys on

phone or laptop, the FIDO credential Email magic link devices T

is harder to track, so it is suitable for
lower security assurance scenarios.

Device-bound passkeys offer . .
enterprises greater control of their . High risk
FIDO credentials compared to synced

passkeys. However, there are different

types of device-bound passkeys—

those that reside in general purpose

devices such as smartphones, laptops

and tablets, and those that reside in

hardware security keys purpose built

for strong security.

Medium risk @ Low risk

Device-bound passkeys in modern
FIDO security keys offer the highest
security assurance and provide
enterprises with trusted credential
lifecycle management and attestation
abilities. With this passkey approach,
enterprises can deliver the simplest
user onboarding and credential
recovery experience across devices
and platforms, all while staying in
compliance with the most

stringent requirements.
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@ High

Elevated access or risk of exposure is high.

The conseguences are severe or catastrophic,
resulting in @ major financial loss, physical harm,
extended downtime, or loss of system capability

Privilege is lower and/or the consequences are
serious, but systems can be restored or repaired,
financial losses are manageable, harm does not
result in loss of life

@ Low

The chance of compromise is low or
there are limited adverse effects

Key business outcomes
from investing in stronger
authentication

Risk management
strategies in authentication

YubiKey is the bridge
to modern authentication

Manage and future-proof

Cyber risk in manufacturing risk at scale

Step 2: Assess authentication risk

There are many risk assessment methodologies, but generally speaking, you can quantify risk based on a combination
of the likelihood of a risk (a combination of threat level and vulnerability) and the severity of consequences. In this
stage, you will rank your IT and OT authentication use cases and user populations based on risk:

N
E% Privileged access Remote access F]% OT systems
4
o
c
[
=)
g
[0 :
5 - 08  Third-party @ Office
ft ly ch
8 (@) Software supply chain access - ST
3
>
E
P
>
[
an
@ g Air-gapped OT systems _ O Shared workstations
AN
7

Likelihood

For example, it is common to see a manufacturer create a matrix that looks something like the above.

In an ideal world, manufacturers would use this matrix as a guide to prioritize deployment of an authenticator at AAL3
to all “High” risk scenarios to provide the highest level protection against phishing attacks, with the gradual goal of also
incorporating all “Medium” and “Low” scenarios. Unfortunately, manufacturers face technical constraints (e.g. legacy
systems) that make it difficult or impossible to deploy an authenticator at AAL3.

In the next section, we will discuss risk mitigation strategies and how they line up with specific MFA implementations
and strategies, and how to future-proof your risk management efforts with a single multi-protocol solution.
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Risk management
strategies in authentication

Key business outcomes YubiKey is the bridge Manage and future-proof

from investing in stronger to modern authentication risk at scale

Cyber risk in manufacturing
authentication

Step 3: Implement risk mitigation strategies

Manufacturers can approach identified risks with three primary strategies: Avoid, Reduce, Accept & Transfer.

Mitigation strategy and implementation details

Avoid Reduce Accept & transfer
Avoid risk by implementing Reduce the probability and impact Accept risks and the constraints
device-bound passkeys on of risk with synced passkeys and that limit the use of controls,
hardware security keys strong MFA practices transfer risk to insurance
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Gyber risk i facturi Risk management H . ting in st YubiKey is the bridge Manage and future-proof
yberrisk in manutacturing strategies in authentication ;S{:;:;i:tliza in stronger to modern authentication risk at scale
Avoid
Avoid risk by implementing device-bound passkeys
| o) E] Secure access to IT systems and applications
[
Privileged access, remote access, third-party access, office systems
High risk Medium risk

go Privileged Remote 888 Third-party Office
[\ access [—\ access —O access systems

At risk level “High,” you have the lowest tolerance for risk. The goal for these scenarios (e.g. privileged access) is to
avoid identity-based attack risk by deploying the highest phishing-resistant protection available, closing off initial entry
points that could expose IP or could migrate to OT systems.

With most IT systems and applications having wide support for FIDO authentication, the highest protection available
is a device-bound passkey on modern FIDO hardware security keys. Device-bound passkeys are stored in dedicated
hardware that have an AAL3 rating. Device-bound passkeys also support non-repudiation, binding specific users to
sessions with a strong identity factor to know who logged into a device or application.

Since many attacks get into IT networks at lower levels, we recommend a phased deployment of device-bound
passkeys that targets high value, high risk users first, then iterates across all “Medium” risk scenarios such as everyday
workers (office and production floor) and third-party partners. Given the variability in technical knowledge, it is critical
to choose an authentication solution that is easy to set up and use.
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Key business outcomes
from investing in stronger
authentication

YubiKey is the bridge Manage and future-proof

Cyber risk in manufacturing to modern authentication risk at scale

| o [o)  Eliminate risk with user presence
—  Shared workstations, OT and ICS systems (e.g. SCADA)

In the production environment, it is common to access shared workstations using shared accounts and shared
passwords. Although passwords are inherently weak, you can reduce the threat of remote attack by using a
device-bound passkey on modern hardware security keys. Unlike passwords or SMS codes, which can be intercepted,
a device-bound passkey requires user presence to complete the login prompt. As mobile devices are often prohibited
within production environments, device-bound passkeys on hardware security keys are the ideal solution.

6@ Eliminate risk with MFA and a HSM

Software supply chain

The software supply chain creates a door into IT and OT environments, making it critical to reduce risk. CISA and the
FBI recently prepared advice on how organizations can vet their software, including whether the software enables
MFA or phishing-resistant forms of authentication such as passkeys by default.?® To support secure code signing,
manufacturers can additionally deploy a hardware security module (HSM) to protect against software supply chain
attacks. A HSM can also be leveraged to protect the integrity of IP and product parts.
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Cyber risk in manufacturing risk at scale

Reduce
Reduce the probability and impact of risk with synced passkeys and strong MFA practices

Strengthen legacy MFA
m

F]v OT systems, Third-party access

Where the risk is “low” or where technical limitations prevent stronger authentication, the goal should be to reduce
risk only to an acceptable level and instead focus on resilience and recovery planning that will minimize the negative
consequences of a cybersecurity event. Proactive risk reduction activities include:

a? e

o—@—o

0’6\0

Add controls to
synced passkeys

For any scenarios where you

may choose to deploy synced
passkeys rather than device-bound
passkeys, it is critical to ensure you
don’t downgrade your security,

but instead add compensating
controls (such as a device-bound
passkey for IT admins) to ensure
synced passkeys are protected in
the cloud.

Replace OTP with a
hardware security key

The risk landscape and concerns
related to manufacturing origin
for OTP hardware tokens has
prompted many manufacturers

to seek out alternative OTP
solutions. With mobile-restrictions
in place in OT environments, for
safety and security, a hardware
security key that supports OTP

is a strong alternative that also
provides a bridge to more modern
authentication protocols.

Secure the seed exchange
for the OTP process

To increase the security around
OTP, you or your key provider can
seed your hardware security key
with a shared secret that will match
up with your identity provider

(e.g. Okta, Duo), creating an
encrypted file with all the shared
secrets that then is uploaded to
the identity provider.

In addition to the above risk reduction measures, it is critical to develop and implement plans for resilience and
to restore capabilities seamlessly and quickly.
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Accept & transfer
Accept risks and the constraints that limit the use of controls, transfer risk to insurance

Transfer risk to insurance
Legacy systems

While some legacy systems support phishing-resistant PIV smart cards, which can be supported on the same
hardware security key as device-bound passkeys, manufacturers have a clear path to ‘Avoid’ risk. However, other
legacy systems represent a significant vulnerability where increased connectivity hinges on legacy authentication
methods such as passwords and OTP.

Where risk is unavoidable, manufacturers can either accept that level of risk or transfer all or a portion of that risk with
a cyber insurance policy. While cyber insurers will have some acceptance of risk associated with OT systems, most
cyber insurers are hedging their own risk by requiring MFA and evidence of ongoing cyber risk mitigation efforts. In this
case, cyber insurers may deny future coverage, or introduce new sub-limits or exclusions, if efforts are not made over
time to reduce the level of risk.

Step 4: Evolve over time

The goal of any risk management program is to create a feedback loop that iterates improvements and reduces risk
over time. For example, while in the short term there may be constraints that make replacement of legacy systems
either too costly or not in the best interest of the manufacturer, over time, the benefits of digital transformation will
outweigh the costs.

To help you evolve over time, choose an authentication solution that meets you where you are today, with support for
OTP protocols as well as phishing-resistant Smart Card and FIDO2 (passkey) to help support a seamless journey into
the future.
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Risk management

Cyber risk in manufacturing strategies in authentication

Key business outcomes from investing
In stronger authentication

Reduced exposure Increased user Reduced IT
to risk productivity support costs
Operational cost Ability to win c i
savings contracts ompliance
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Yubico has you
covered

IP68 certified, AAL3 compliant,
and FIPS 140-2 validated
solutions to protect any
environment from industrial or
corporate to highly regulated.

A single key secures hundreds

of products, services and
applications, including leading
identity and access management
(IAM) platforms, privileged access
management (PAM) solutions and
cloud services, with the secrets
never shared between services.

YubiKeys help organizations on
the journey to deploying phishing-
resistant authentication across
the entire user lifecycle, including
registration, authentication and
recovery processes, to create
phishing-resistant users.

YubiKey 5C NFC

Key business outcomes
from investing in stronger
authentication

Risk management
strategies in authentication

YubiKey is the bridge
to modern authentication risk at scale

Cyber risk in manufacturing Manage and future-proof

YubiKey is the bridge
to modern authentication

Upgrading authentication across complex IT and OT manufacturing scenarios is a journey that mirrors the evolution
toward the smart factory.

To support this journey, Yubico offers the YubiKey,

a hardware security key that contains the highest
assurance passkeys and helps manufacturers bridge to
phishing-resistance and passwordless. The YubiKey’s
multi-protocol support for Smart Card/PIV, FIDO2/
WebAuthn (passkeys), FIDO U2F, OTP and OpenPGP
helps meet you where you are on your risk management
journey. For each scenario, choose the strongest possible
form of MFA available to you, knowing you’re creating a
path to future improvements, all on a single YubiKey.

The YubiKey provides authentication that moves with users, no matter how they work across devices, to legacy and
modern applications, shared workstations, IT and OT systems including ICS systems like SCADA, all from a single
key. The YubiKey does not require external power or batteries or a network connection, making it an ideal solution for
mobile-restricted environments. The YubiKey is proven to reduce risk by 99.9% and provide significant value at scale,
delivering an ROI of 203%%?’, all while enabling a frictionless user experience, letting users quickly and securely log in

with a single tap or touch.

¢b

il

J

0

More value High return Strongest security Faster Durable
Reduce support Experience Reduce risk Decrease time to IP68 rated,
tickets by ROI of by authenticate by crush-resistant,
no battery required,
75% 203% 99.9% >4x vy red

a

no moving parts
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Yubico also offers
an hardware security
module (HSM),
YubiHSM:

Ensures enterprise-grade high
cryptographic security and
operations that protects servers,
applications, and computing devices

Safeguards intellectual property,
corporate secrets and secures
manufacturing assembly lines

Ultra-portable nano form factor
that allows for flexible deployment

@) Read our case study
yubi.co/SchneiderElectric

Key business outcomes

Cyber risk in manufacturing Risk management from Investing in stronger YubiKey is the bridge Manage and future-proof
Y strategies in authentication authentication to modern authentication risk at scale
With Yubico you secure:
. Software
Privileged = Remote €
QO OT systems D supply
£ access (=3  access Fle ) chain
888 Third-party Office (%‘j‘] Air-gapped O Shared
=0 access systems OT systems [  workstations

When you are FIDO ready and capable

In those cases where you are able to go to FIDO right off the bat, Yubico accelerates the ability to create
phishing-resistant users with out-of-the-box FIDO authentication. The Yubico FIDO Pre-Reg service
eliminates manual user registration, enabling users to receive YubiKeys that are pre-registered with the
organization’s Identity Provider (IdP)—so organizations can seamlessly get started on the most secure form
of passkey authenticationfor new and existing users, while reducing the burden on IT departments.

‘ ‘ By leveraging the YubiKey and the YubiHSM, a small form factor and powerful hardware security
module, we increase the security of our supply chain at Schneider Electric.”

Chad Lloyd
Director of Cybersecurity Architecture for Energy Management
Schneider Electric
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Risk management

Cyber risk in manufacturing strategies in authentication

Key business outcomes

Manage and future-proof risk at scale

To protect against the growing number of cyber threats, manufacturers need an authentication solution that
supports risk mitigation efforts across the spectrum of authentication scenarios. Yubico solutions are designed

to meet you where you are on your cybersecurity journey, paving the way to smart factories and highest-assurance
device-bound passkeys.

We have made it easy to safeguard your organization with the YubiKey. We offer a simple guide that details
the six deployment best practices to accelerate adoption at scale, How to get started with the YubiKey to
secure manufacturing.

© 0 O

Plan Validate Integrate Launch Adopt Measure
Ensure readiness Confirm the process Ensure key apps and Distribute keys to Drive adoption with Report on security
by clarifying use cases and with a small group services are users with turnkey best practice training and business
user populations of users before YubiKey-ready delivery services or and support value impact

broader rollout

Yubico
Professional
Services

Read the solution brief yubi.co/6fu

channel partners

To remove all the guesswork out of planning, purchasing and delivery, Yubico offers YubiKey as a Service,

a service-based and affordable model to simplify how organizations procure, upgrade and support YubiKeys,

as well as streamlined global distribution to remote and in-office locations through YubiEnterprise Delivery and
trusted channel partners. Our professional services team also meets you where you are, taking over the process
of securing the seed exchange before delivery, when supporting legacy OTP and TOTP processes.

If you want a closer partnership on any of the six steps of this plan, Yubico’s Professional Services team is here to help.

&3

yubi.co/contact yubi.co/manufacturing
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https://www.yubico.com/industries/manufacturing/
https://yubi.co/contact
https://www.yubico.com/resource/phishing-resistant-mfa-deployment-best-practices-manufacturing/
https://www.yubico.com/resource/phishing-resistant-mfa-deployment-best-practices-manufacturing/
https://www.yubico.com/support/yubico-for-professional-services/
chrome-extension://efaidnbmnnnibpcajpcglclefindmkaj/https://resources.yubico.com/53ZDUYE6/at/qdgy40-83c27s-fftv2k/Professional_Services_Solutions_Brief.pdf
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https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:52022PC0454
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2021-ctn-pln-crtcl-nfrstrctr/index-en.aspx
https://www.securityweek.com/mitsubishi-electric-factory-automation-flaws-expose-engineering-workstations/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-4.ipd.pdf 
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/essential-eight/essential-eight-maturity-model
https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/eIDAS+Levels+of+Assurance 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63-4.ipd.pdf 
https://www.cisa.gov/resources-tools/resources/secure-demand-guide
https://www.yubico.com/resource/tei-forrester-report/

About Yubico

Yubico (Nasdaq First North Growth Market Stockholm: YUBICO) is the inventor of the YubiKey, a hardware
security key that is the gold standard in phishing-resistant multi-factor authentication (MFA). Yubico’s solutions offer
organizations and users deployment expertise and operational flexibility as YubiKeys work across hundreds of
consumer and enterprise applications and services.

Yubico is a creator and core contributor to the FIDO2/passkey, WebAuthn, and FIDO Universal 2nd Factor (U2F)
open authentication standards, and is a pioneer in delivering hardware-based passwordless authentication using
the highest assurance passkeys to customers in 160+ countries.

For more information, please visit: www.yubico.com.

© 2024 Yubico
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