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https://www.bitdefender.com/news/new-bitdefender-report-reveals-top-global-cyberthreats-3977.html
https://www.reuters.com/business/colonial-pipeline-ceo-tells-senate-cyber-defenses-were-compromised-ahead-hack-2021-06-08/
https://www.reuters.com/business/colonial-pipeline-ceo-tells-senate-cyber-defenses-were-compromised-ahead-hack-2021-06-08/
https://www.cnn.com/2021/10/01/politics/blinken-cybersecurity-alliance/index.html
https://www.sophos.com/en-us/press-office/press-releases/2021/04/ransomware-recovery-cost-reaches-nearly-dollar-2-million-more-than-doubling-in-a-year.aspx
https://www.ibm.com/security/data-breach
https://cyber-edge.com/cdr/
https://www.sophos.com/en-us/press-office/press-releases/2021/04/ransomware-recovery-cost-reaches-nearly-dollar-2-million-more-than-doubling-in-a-year.aspx
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https://constellix.com/news/acer-responds-to-being-hit-by-50m-ransomware-attack
https://www.cnn.com/2021/06/09/business/jbs-cyberattack-11-million/index.html
https://www.cnn.com/2021/06/09/business/jbs-cyberattack-11-million/index.html
https://www.zdnet.com/article/significant-ransomware-attack-forces-irelands-health-service-to-shuts-down-it-systems/
https://www.zdnet.com/article/significant-ransomware-attack-forces-irelands-health-service-to-shuts-down-it-systems/
https://www.irishtimes.com/news/health/cyberattack-hse-faces-final-bill-of-at-least-100m-1.4577076
https://www.irishtimes.com/news/health/cyberattack-hse-faces-final-bill-of-at-least-100m-1.4577076
https://www.wired.com/story/vastaamo-psychotherapy-patients-hack-data-breach/
https://www.computerweekly.com/news/252496227/Hacked-Finnish-therapy-business-collapses
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.npr.org/2021/06/03/1003020300/colonial-pipeline-ceo-explains-the-decision-to-pay-hackers-4-4-million-ransom
https://www.crn.com/news/security/colonial-pipeline-hacked-via-inactive-account-without-mfa
https://www.nbcnews.com/tech/security/u-s-recovers-millions-pipeline-ransom-because-hackers-mistake-n1269889
https://www.nbcnews.com/tech/security/u-s-recovers-millions-pipeline-ransom-because-hackers-mistake-n1269889
https://www.elliptic.co/blog/darkside-ransomware-has-netted-over-90-million-in-bitcoin
https://www.bloomberg.com/news/articles/2021-07-10/kaseya-failed-to-address-security-before-hack-ex-employees-say
https://www.bloomberg.com/news/articles/2021-07-10/kaseya-failed-to-address-security-before-hack-ex-employees-say
https://www.livemint.com/news/world/coop-other-revil-ransomware-hit-firms-could-take-weeks-to-recover-say-experts-11625529325354.html
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https://www.businessinsurance.com/article/20211005/NEWS06/912345022/Cyber-insurance-premiums-soar-RPS%2C-Risk-Placement-Services-Inc
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https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory.pdf
https://us-cert.cisa.gov/ncas/alerts/aa21-131a
https://home.treasury.gov/news/press-releases/sm0312
https://home.treasury.gov/news/press-releases/sm0312
https://statetechmagazine.com/article/2021/10/how-create-effective-incident-response-plan-perfcon
https://www.yubico.com/solutions/passwordless/
https://www.yubico.com/solutions/passwordless/
https://www.yubico.com/authentication-standards/fido2/
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https://www.yubico.com/solutions/zero-trust/
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